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SPECIAL FOCUS - INTERNET PIRACY: INFORMATION SHARING

File sharing is perfectly legal. The challenge comes when people start sharing files that someone else
owns the copyright to. The other term you will hear over and over again is Intellectual Property (IP)
ownership. Many of the file sharing sites that you will come across will have access to pirated movies,
music, software, and other IP. In the United States, one of the biggest laws thatget used against people
that share movies and reverse engineer software is the Digital Millennium Copyright Act (DMCA). This

is even used several times every year at Defcon/Black hat when security researchers go to give a
presentation and the IP owners go to court for a gag order. € 0The U.S. Copyright Office published a
document on Oct. 26 2012 specifying that Ojailbreaking 6 a smartphone is deemed legal. The same rules
do not apply to tablets or gaming consoles. 0The U.S. Copyright Office published a document on Oct. 26,
specifying that ojailbreaking 6 a smartphone is deemed legal. The same rules do not apply to tablets or
gaming consoles. ¢ Read more under dSpecial Focu® section for the PDF.
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IN THE NEWS

Government (27)

Bin Laden Unit Seal Team Six Punished Over Video Game
Canada moving from '
China @most threateningdin cyberspace, panel says

Creating Cyber Warfare Warriors

Cyber Security and Mobility Highest Priorities for Government

Cyber Security Canada: Feds Pledge $155M Over 5 Years To Fight Cyber Threats

Did Hackers Uncover Petraeus' Saucy Affair Webmails Before FBI?

Early hacking estimates were as high as $63.2 million

English Defence League Website 'Defaced, Pwned' By Hacktivists

Exclusive: SEC left computers vulnerable to cyber attacksd sources

Gov. launches cyber security training facility

Hacking of Tax Records Has Put States on Guard

Haley wants firm for computer protection

Kroes Reveals Azerbaijan Hack Attack

Lockheed Says Cyber Attacks Up Sharply, Suppliers Targeted

Longwood to open center for cybersecurity

Malware Spy Network Targeted Israelis, Palestinians

Military IT market witnessed a 659% rise in cyber security incidents over the past five years
New software will help HPD fi ght crime in the cyber age

NSA Director on Cyberattacks: 60Everybodyos
Report: China is biggest cyber threat to US,says congressional panel

Researchers identify yearlong cyberespionage effort against Israelis, Palestinians

SC hacking incident could help creation of new state Administration Department

SEC Staffers Slammed For Serious Security Snafus

Top 10 Technology Priorites For President Obama

U.S. warning about cyber-invasion brings increased focus on security

UN's civil aviation body recommends cybersecurity task force

Legal (10)

California Supreme Court Ponders Whether Online Privacy Is Different From In -Store Privacy
Feds Bust Man Selling $1.2m In Counterfeit Microsoft Software

Hong Kong Web Host Jailed For DDoS Stunt

Manning Gives Partially -Guilty Plea In WikiLeaks Case

Megaupload Sequel Faces Gabon's Suspensio®@rder Setback

Ohio Voting Machines Have Backdoor, Lawsuit Claims

Scotland Yard Arrests Female Computer Hacking Suspect

Singapore Amends Law To Counter Cyberattacks

Theresa May DDoS Case: Man Cuffed By eCops

Without an agreement, Reid eyes last 2012 effort on Cybersecurity Act
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Legal (10)

California Supreme Court Ponders Whether Online Privacy Is Different From In -Store Privacy
Feds Bust Man Selling $1.2m In Counterfeit Microsoft Software

Hong Kong Web Host Jailed For DDoS Stunt

Manning Gives Partially -Guilty Plea In WikiLeaks Case

Megaupload Sequel Faces Gabon's Suspension Order Setback

Ohio Voting Machines Have Backdoor, Lawsuit Claims

Scotland Yard Arrests Female Computer Hacking Suspect

Singapore Amends Law To Counter Cyberattacks

Theresa May DDoS Case: Man Cuffed By eCops

Without an agreement, Reid eyes last 2012 effort on Cybersecurity Act

Forensics (2)
Editorial: Computer forensics lab a leap forward
IID releases summary of investigation into e -mail thefts

SCADAJICS ( 2)
New Report Warns Of SCADA Cybergeddon
Siemens industrial software targeted by Stuxnet is still full of holes

Mobile (9)

Accusations fly in Tech Valley phone hacking case

Android Adware Capability A Vulnerability, Claim Boffins

Android malware continues to dominate the mobile threat landscape

Andro id malware still rising despite Google's security improvements

Cyber threats take aim at mobile

Even A Child Can Make A Trojan To Pillage Window s Phone 8

Hackers create PixSteal Trojan to copy all photos from your PC, then blackmail you
Six ways to protect your mobile data - and yourself

Symbian malware scene far from dead

Technology (45)

Adobe Posts Security Fix For Flash Player

Adobe, Microsoft Sync Up Patch Schedule In Overdue Move

Adobe, now 'married' to Microsoft, moves Flash updates to Patch Tuesday
Apple Details Quicktime 7.7.3 Drive -By Vulnerabilities

Astronaut Uses Space Internet To Control Robot On Earth

BBB Warns of Phishing Scam

Blizzard Sued Over Account Security Aids

Cisco Patct Plugs Password Security Flaws

College to host statewide cybersecurity competition

Cybercriminal s Start Spamvertising Xmas Themed Scams

Cybersecurity Experts Concerned About Email Voting Safety
Cyber-security predictions for 2013

Cyberwarfare evolves faster than rules of engagement

Denver Cyber Security Announces Merger with Web Development Firm Denver Web Ser vices
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Devs Cook Up 'Leakproof' All -Tor Untrackable Platform

Disasters usually followed by scams

Dondt Be a Vi Attadkrntemdtional HaCkebPaits Taxpayers At Risk
Eight important cyber security steps for holiday shopping online

Epic FAIL: Anonymous Didn't Actual ly Hack PayPal

FOX FOCUS: Webcam warning

Google Bod Exposes Sophos Antivirus' Gaping Holes

Hacking contest seeks to attract women to information security

How easy is it to hack into a webcam?

How your company can avoid cyber espionage attacks

McAfee Warns Consumers About The Twelve Scams Of Christmas

Palo Alto Networks targets VMware shops with virtualized next -gen firewalls
PixStealA Trojan Steals Images, Uploads to Iragi FTP Server

Quarter Of Web Users Run Outdated Browsers, Says Kaspersky
Ransomware Scams Netting Criminals Up To $33,000 a Day

Retailer bites back at Microsoft's unlicensed software swoop

Tech Check: 5 Black Friday scams to watch out for

Twitter Resets 'Hacked' Passwords After Being Compromised

US Titan Supercomputer Clocked As World's Fastest

Windows 8, Surface Slabs Already Need Critical Security Patch

FBI News

CPKP (9)

Arkport Man Sentenced in Child Pornography Case

Brown County Man Pleads Guilty to Federal Child Pornography Offense

Former Army Recruiter to Serve 87 Months in Prison for Federal Child Sexual Exploitation Conviction
Former U.S. Immigration and Customs Enforcement Special Agent in Charge Sentenced to 70 Months in
Prison for Transporting Child Pornography

Hyattsville Man Sentenced to Four Years in Prison for Possessing Child Pornography

Kanawha County Man Pleads Guilty in Federal Court to Possession of Child Pornography

Mt. Lebanon Man Pleads Guilty to Child Pornography Charges

Two Pimps Plead Guilty in Separate Cases to Prostituting Children Online

Star Man Gets 10 Yearsfor Child Pornography Offense
Warren County Man PleadsGuilty to Possessionof Child Pornography

Government (2)
In Alaska, a Domestic Terrorist With a Deadly Plan
Saudi Student Sentenced to Life in Prison for Attempted Use of Weapon of Mass Destruction

Technology (3)

Web Designer Sentenced to a Year in Prison for Unlawful Computer Intrusion Conviction

Computer Scientists in the FBI

Virgin Islands Senator Indicted for Operating and Participating in a Criminal Enterprise That Engaged in
Bribery, Wire Fraud, and Mail Fraud


http://packetstormsecurity.org/news/view/21750/Devs-Cook-Up-Leakproof-All-Tor-Untrackable-Platform.html
http://service.meltwaternews.com/mnews/redirect.html?docId=2458064483&userId=2470803&agentId=5400345&type=1&s=90502&url=http%3A%2F%2Fwww.timesrecordnews.com%2Fnews%2F2012%2Fnov%2F08%2Fdisasters-usual-followed-by-scams%2F
http://service.meltwaternews.com/mnews/redirect.html?docId=2465765989&userId=2470803&agentId=5400345&type=1&s=192427&url=http%3A%2F%2Fmadamenoire.com%2F231341%2Fdont-be-a-victim-of-a-cyber-attack-international-hacker-puts-taxpayers-at-risk%2F
http://service.meltwaternews.com/mnews/redirect.html?docId=2457975890&userId=2470803&agentId=5400345&type=1&s=89981&url=http%3A%2F%2Fwww.hollandsentinel.com%2Fbrandedcontent%3FarticleID%3D8064832440%26categoryID%3D9
http://packetstormsecurity.org/news/view/21719/Epic-FAIL-Anonymous-Didnt-Actually-Hack-PayPal.html
http://service.meltwaternews.com/mnews/redirect.html?docId=2459990952&userId=2470803&agentId=5400345&type=1&s=100715&url=http%3A%2F%2Fwww.fox23news.com%2Fnews%2Fcustom%2Fspecialassign%2Fstory%2FFOX-FOCUS-Webcam-warning%2F5FH9k0X_qUGvae5RtRh7JA.cspx
http://packetstormsecurity.org/news/view/21718/Google-Bod-Exposes-Sophos-Antivirus-Gaping-Holes.html
http://service.meltwaternews.com/mnews/redirect.html?docId=2460525330&userId=2470803&agentId=5400345&type=1&s=39016&url=http%3A%2F%2Fwww.computerworld.com.au%2Farticle%2F441584%2Fhacking_contest_seeks_attract_women_information_security%2F
http://service.meltwaternews.com/mnews/redirect.html?docId=2461979024&userId=2470803&agentId=5400345&type=1&s=82630&url=http%3A%2F%2Fwww.myfoxtampabay.com%2Fstory%2F20059405%2F2012%2F11%2F09%2Fhow-easy-is-it-to-hack-into-a-webcam
http://service.meltwaternews.com/mnews/redirect.html?docId=2457175242&userId=2470803&agentId=5400345&type=1&s=68694&url=http%3A%2F%2Fwww.computerworlduk.com%2Fhow-to%2Fsecurity%2F3409725%2Fhow-your-company-can-avoid-cyber-espionage-attacks%2F
http://service.meltwaternews.com/mnews/redirect.html?docId=2465820531&userId=2470803&agentId=5400345&type=1&s=155029&url=http%3A%2F%2Fwww.villagegamer.net%2F2012%2F11%2F12%2Fmcafee-warns-consumers-about-the-twelve-scams-of-christmas%2F
http://service.meltwaternews.com/mnews/redirect.html?docId=2466775371&userId=2470803&agentId=5400345&type=1&s=2947&url=http%3A%2F%2Fcomputerworld.co.nz%2Fnews.nsf%2Fsecurity%2Fpalo-alto-networks-targets-vmware-shops-with-virtualized-next-gen-firewalls
http://service.meltwaternews.com/mnews/redirect.html?docId=2457179995&userId=2470803&agentId=5400345&type=1&s=135174&url=http%3A%2F%2Fthreatpost.com%2Fen_us%2Fblogs%2Fpixsteal-trojan-steals-images-uploads-iraqi-ftp-server-110712
http://packetstormsecurity.org/news/view/21733/Quarter-Of-Web-Users-Run-Outdated-Browsers-Says-Kaspersky.html
http://service.meltwaternews.com/mnews/redirect.html?docId=2459448069&userId=2470803&agentId=5400345&type=1&s=135174&url=http%3A%2F%2Fthreatpost.com%2Fen_us%2Fblogs%2Fransomware-scams-netting-criminals-33000-day-110812
http://service.meltwaternews.com/mnews/redirect.html?docId=2459981238&userId=2470803&agentId=5400345&type=1&s=2947&url=http%3A%2F%2Fcomputerworld.co.nz%2Fnews.nsf%2Fnews%2Fretailer-bites-back-at-microsofts-unlicensed-software-swoop
http://service.meltwaternews.com/mnews/redirect.html?docId=2465828186&userId=2470803&agentId=5400345&type=1&s=90399&url=http%3A%2F%2Fwww.kvue.com%2Fnews%2Fconsumer%2F178968471.html
http://packetstormsecurity.org/news/view/21729/Twitter-Resets-Hacked-Passwords-After-Being-Compromised.html
http://packetstormsecurity.org/news/view/21743/US-Titan-Supercomputer-Clocked-As-Worlds-Fastest.html
http://packetstormsecurity.org/news/view/21732/Windows-8-Surface-Slabs-Already-Need-Critical-Security-Patch.html
http://www.fbi.gov/buffalo/press-releases/2012/arkport-man-sentenced-in-child-pornography-case?utm_campaign=email-Immediate&utm_medium=email&utm_source=fbi-in-the-news&utm_content=152293
http://www.fbi.gov/dallas/press-releases/2012/brown-county-man-pleads-guilty-to-federal-child-pornography-offense?utm_campaign=email-Immediate&utm_medium=email&utm_source=fbi-in-the-news&utm_content=152591
http://www.fbi.gov/albuquerque/press-releases/2012/former-army-recruiter-to-serve-87-months-in-prison-for-federal-child-sexual-exploitation-conviction?utm_campaign=email-Immediate&utm_medium=email&utm_source=fbi-in-the-news&utm_content=152293
http://www.fbi.gov/miami/press-releases/2012/former-u.s.-immigration-and-customs-enforcement-special-agent-in-charge-sentenced-to-70-months-in-prison-for-transporting-child-pornography?utm_campaign=email-Immediate&utm_medium=email&utm_source=fbi-in-the-news&utm_content=153256
http://www.fbi.gov/miami/press-releases/2012/former-u.s.-immigration-and-customs-enforcement-special-agent-in-charge-sentenced-to-70-months-in-prison-for-transporting-child-pornography?utm_campaign=email-Immediate&utm_medium=email&utm_source=fbi-in-the-news&utm_content=153256
http://www.fbi.gov/baltimore/press-releases/2012/hyattsville-man-sentenced-to-four-years-in-prison-for-possessing-child-pornography?utm_campaign=email-Immediate&utm_medium=email&utm_source=fbi-in-the-news&utm_content=152347
http://www.fbi.gov/pittsburgh/press-releases/2012/kanawha-county-man-pleads-guilty-in-federal-court-to-possession-of-child-pornography?utm_campaign=email-Immediate&utm_medium=email&utm_source=fbi-in-the-news&utm_content=152012
http://www.fbi.gov/pittsburgh/press-releases/2012/mt.-lebanon-man-pleads-guilty-to-child-pornography-charges?utm_campaign=email-Immediate&utm_medium=email&utm_source=fbi-in-the-news&utm_content=151906
http://www.fbi.gov/baltimore/press-releases/2012/two-pimps-plead-guilty-in-separate-cases-to-prostituting-children-online?utm_campaign=email-Immediate&utm_medium=email&utm_source=fbi-in-the-news&utm_content=152293
http://www.fbi.gov/saltlakecity/press-releases/2012/star-man-gets-10-years-for-child-pornography-offense?utm_campaign=email-Immediate&utm_medium=email&utm_source=fbi-in-the-news&utm_content=153386
http://www.fbi.gov/newark/press-releases/2012/warren-county-man-pleads-guilty-to-possession-of-child-pornography?utm_campaign=email-Immediate&utm_medium=email&utm_source=fbi-in-the-news&utm_content=153386
http://www.fbi.gov/news/stories/2012/november/in-alaska-a-domestic-terrorist-with-a-deadly-plan/in-alaska-a-domestic-terrorist-with-a-deadly-plan?utm_campaign=email-Immediate&utm_medium=email&utm_source=fbi-top-stories&utm_content=152464
http://www.fbi.gov/dallas/press-releases/2012/saudi-student-sentenced-to-life-in-prison-for-attempted-use-of-weapon-of-mass-destruction?utm_campaign=email-Immediate&utm_medium=email&utm_source=fbi-in-the-news&utm_content=153316
http://www.fbi.gov/albuquerque/press-releases/2012/web-designer-sentenced-to-a-year-in-prison-for-unlawful-computer-intrustion-conviction?utm_campaign=email-Immediate&utm_medium=email&utm_source=fbi-in-the-news&utm_content=152060
http://www.fbi.gov/news/podcasts/thisweek/computer-scientists-in-the-fbi.mp3/view?utm_campaign=email-Immediate&utm_medium=email&utm_source=fbi-this-week-radio-show&utm_content=152282
http://www.fbi.gov/sanjuan/press-releases/2012/virgin-islands-senator-indicted-for-operating-and-participating-in-a-criminal-enterprise-that-engaged-in-bribery-wire-fraud-and-mail-fraud?utm_campaign=email-Immediate&utm_medium=email&utm_source=fbi-in-the-news&utm_content=152347
http://www.fbi.gov/sanjuan/press-releases/2012/virgin-islands-senator-indicted-for-operating-and-participating-in-a-criminal-enterprise-that-engaged-in-bribery-wire-fraud-and-mail-fraud?utm_campaign=email-Immediate&utm_medium=email&utm_source=fbi-in-the-news&utm_content=152347
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SPECIAL FOCUS - INTERNET PIRACY: INFORMATION SHARING

File sharing is perfectly legal. The challenge comes when people start sharing files that someone else
owns the copyright to. The other term you will hear over and over again is Intellectual Property (IP)
ownership. Many of the file sharing sites that you will come across will have access to pirated movies,
music, software, and other IP. In the United States, one of the biggest laws thatget used against people
that share movies and reverse engineer software is the Digital Millennium Copyright Act (DMCA). This

is even used several times every year at Defcon/Black hat when security researchers go to give a
presentation and the IP owners go to court for a gag order.

Security Research

Some people will leak vulnerability findings from their research ;
or even make fully functional Proof of Concept (also called EXPLDIT |
exploits) and release the information to the public. Some of the
sites that deal with information rel ease Packad Stormt he 0 pL
Security and the Exploit Database. Whatever side you are on, these two locations have aplethora of

information for both offensive and defensive usage, including source code for fully operational exploits.

DRTABARSE 4

A lot of the PoC source code is functional and written for Metasploit. Metasploit is a penetration testing
framework designed essentially as a point and click application to speed things up and also allow those
that are script kiddies to exploit systems. Because of this, anyone that uses Metasploit can now exploit a
vulnerability that the program supports.

The DMCA is not the end point for security. Many security researchers have gotten around it by using
exemptions for education use. There are exceptions to these exceptions. The U.S. Copyright Office
published a document on Oct. 26 2012 specifying that ojailbreaking 6 a smartphone is deaned legal. The
same rules do not apply to tablets or gaming consoles. This goes to show that intelligence does not
dictate policies and law, money does. This will cause a little bit of difficulty with those in the digital
forensics field. Two cases previous to this had different ideas.

OAt ar i Games v. Ni ntendo: The author does not acqu
Under the Act, society is free to exploit facts, ideas, processes, or methods of operation in a copyrighted
work.To protect processes or methods of operation, a
0Sega v. Accol ade: the intermediate copying of t h
necessary to disassemble the program to view its expression was aefainder Section 107 of the
copyright | aws. o

oViruses don't harm, ignorance does!d - VX Heavens. There are several sites that even specialize in
Viruses, Worms, Trojans, and other malicious logic. Most of the sites do not last long doe to legal issues.
VX Heavenseven has the good 0oldo9 NN2 NJ np MY | YV I @I A fispayled F2NJ £ ST £ NI


http://www.exploit-db.com/
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File Sharing

The history of file sharing has been an ever evolving and bloody one. From BBS systems to news groups
to IRC to P2P, the methods have changed, but tle mentality has not. One of the more common mediums
used at this point is called Bit Torrent. This allows several people to seed a file while others download
bits and pieces of all that are hosting. A person can create a torrent from a file or folder. Once the file is
created and hashed to verify integrity of the data, it is the n posted to torrent trackers. Many of the torrent
trackers use UDP protocol while others use an HTTP connection. Some of the sites even force you to
make an account and upload the .torrent file manually. This minimizes the same data flooding the
trackers. DO NOT TORRENT OVER TOR! Using P2P applications over Tor will DoS the network.

On 30 June 2010, US government officials
seized several file sharing domains
including tvshak.net owned byRichard
O'Dwyer for ‘'violations of Federal
criminal copyright infringement laws".

Violating copyright or IP law isig deal

This domain name has been seized by U.S. Immigration and Customs Enforcement, ;
Special Agent in Charge New York Office in accordance with a seizure warrant _becau_se the owners  of _the mat’erlal, "
obtained by the United States Attomey’s Office for the Southem District of including the MPAA claim thatd ¢ K S

Now Vork and lssued pursuant b0 18 U.5.0. §§ 981 and 2323 by the industries contribute over $15 billion in

United States District Court for the Southern District of New York.
It Is unlawful to reproduce or distribute copyrighted material, such as movies, music, taxes annua”y' The U.S. economy loses an

software or games, without authorization. Individuals who willfully reproduce or estimated $256 billion per year, and an
distribute copyrighted material, without authorization, risk criminal prosecution i .
under 18 U.S.C. § 2319. First-time offenders convicted of criminal felony copyright estimated 375,000 jobs per year, to

laws will face up to five years In federal prison, restitution, forfelture and a fine.

ONARYAYLFf O2LRNNRBKUSE AYy TN
riskslosing ou extradition treaty because of TShack and this ord¥r In simple terms, do not share

material without permission from the IP owner. The IP owners have beewrk to break the law

themselves to find you are harm your ability to violate their rights. Sony has even gotten in trouble for
sending out their material with a rootkit pr@stalled Though they claim@ it was an antpiracy

measure MPAA & RIAA & also gotten caughtbreakingthe laswin the nameof anti-piracy. The

MPAA has even hired an India company to perfornba%againstThe Pirate Baypoublestandad???

Search Torrents | Browse Torrents | Recent Torrents | TV shows | Music | Top 100

Pirate Search ]

[ audio [ video [ applications | cames [l other |All E

The Pirate Bay (TPB)OWor | dds most r @is fild sharimgtsite tthatehaskastedgmany court
battles. When visiting the site, you can find almost anything you want. Most of the contentis considered
IP theft but some of it is perfectly legitimate. TPB has two main sites. The first one currently is at
www.thepiratebay.se while the second has gone on to the Tor network and resides at
jntlesnev507zysa.onion. TPB used to use torrent only, but has nhow moved to magnet links to provide less
accountability or 0t r a cfar laobtingl the ttoyreént files.



http://www.thepiratebay.se/
jntlesnev5o7zysa.onion
http://www.thepiratebay.se
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The website www.EZTV.it is another site that allows

you to download files using a bit torrent client. The

files they specialize in are TV show only. Some people

that use this site will argue that it is NOT IP theft if ((
they already pay for the license to watch the content .
through their cable or satellite TV. That side of the

fight claimsitto be of ai r used6 and the same a i ng
devices like Tivo to record your show for later viewing.

0Section 107 contains a list of the various purposes for which the reproduction of a particular work may
be considered fair, such as criticism, comment, news reporting, teaching, scholarship, and research.
Section 107 also sets out four factors to be considered in determining whether or not a particular use is
fair.
1. The purpose and character of the use, including whether such use is of commercial nature or is
for nonprofit educational purposes
2. The nature of the copyrighted work
3. The amount and substantiality of the portion used in relation to the copyrighted work as a whole
4. The effect of the use upon the potenti al mar ket for

- copyright.gov : FL-102, Reviewed June 2012

The Hactavist group Anonymous released a new evolution of Peer 2 Peer applications called Tyler for

their own version of its own 'WikiLeaks' project. o | t wi | | not be deployed on a s
P2P encrypted softwarén which every function of a disclosure platform will be handled and shared by everyone

who downloads and deploys the software. In theory, this makes it sort of like BitCoin or other P2P platforms in that

there is virtually nowayd attack it or shut it down. I't wowuld al sc
OTYLER is a massively distributed -spacestruttare immprégnablétoz ed Wi
c e n s o B anbnngws.org. The name of this program is called Tyler (after the movie Fight club) and is

part of Project Mayhem 2012: Dangerous Idea #1. The video released by Anonymous can be found at

BN

http://anonnews.org/press/item/1783 .0

The potential issues of Tyler come down to what is leaked. If it is governmental classified information,

lives could be lost. Imagine a list of covert operatives active in a foreign country being leaked out. This

has happened in the past and many lives were lost. Robert Hanssen is a prime example of this. He was a

spy for the USSR working in the FBI and because of the leak; he is now spending life at a 8permax

federal prison in Florence, Colorado. If it is economic/industrial espionage, the penalties are almost as

sever e . Someti mes the espionage 1isndt as covert as sornm
Chengdu J-20 stealth fighter jet was speculated by some as having been reverse engineered from the parts

of a US F117 Nighthawk stealth fighter shot down over Serbia in 1999.

Data warehousing and cloud computing are high targets for such activity. The funny part is file sharing
groups are also taking to this medium for that exact mentality. Spread the wealth and allow everyone
access to the data.


http://www.eztv.it/
http://anonnews.org/press/item/1783
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This section of the CIR is dedicated to
inform the public exploits, tools, and
whitepapers that may directly affect the
security posture of an organization. The
term AProof of Concep
term for working exploit. Many of these
PoCs will eventually find themselves in
malicious logic such as viruses, Trojans,
and root Kkits.

EXPLOITS & TOOLS

Exploits (20)

EMC Networker Format String

EMC Networker Format String

HT Editor 2.0.20 Buffer Overflow (ROP PoC)

Infin8 Shell Upload

Invision IP.Board <= 3.3.4 unserialize() PHP Code Execution
Java Applet JAX-WS Remote Code Execution

Java Applet JAX-WS Remote Code Execution

Jira Scriptrunner 2.0.7 <= CSRF/RCE Exploit

Microsoft Office Excel 2007 Memory Corruption

Microsoft Office Ex cel 2013 Memory Corruption

Microsoft Publisher 2013 Memory Corruption

Microsoft Visio 2010 Memory Corruption

Sophos 8.0.6 PDRRevision 3 Encryption Exploit

WinRM VBS Remote Code Execution

WinRM VBS Remote Cade Execution

Zoner Photo Studio 15 Buffer Overflow

Zoner Photo Studio 15 Build 3 Registry Value Parsing

Zoner Photo Studio v15 Build 3 (Zps.exe) Registry Value Parsing Exploit

DoS (4)

LibreOffice Suite 3.5.5.3 Denial Of Service
Microsoft Office Excel 2007 WriteAV Crash PoC
Smadav Anti Virus 9.1 Crash PoC

Smadav AntiVirus 9.1 Denial Of Service


http://packetstormsecurity.org/files/117911/EMC-Networker-Format-String.html
http://www.exploit-db.com/exploits/22525
http://www.exploit-db.com/exploits/22683
http://packetstormsecurity.org/files/118038/Infin8-Shell-Upload.html
http://www.exploit-db.com/exploits/22686
http://packetstormsecurity.org/files/118040/Java-Applet-JAX-WS-Remote-Code-Execution.html
http://www.exploit-db.com/exploits/22657
http://www.exploit-db.com/exploits/22678
http://packetstormsecurity.org/files/118005/Microsoft-Office-Excel-2007-Memory-Corruption.html
http://packetstormsecurity.org/files/118025/Microsoft-Office-Excel-2013-Memory-Corruption.html
http://packetstormsecurity.org/files/118028/Microsoft-Publisher-2013-Memory-Corruption.html
http://packetstormsecurity.org/files/118035/Microsoft-Visio-2010-Memory-Corruption.html
http://packetstormsecurity.org/files/117907/Sophos-8.0.6-PDF-Revision-3-Encryption-Exploit.html
http://packetstormsecurity.org/files/117910/WinRM-VBS-Remote-Code-Execution.html
http://www.exploit-db.com/exploits/22526
http://packetstormsecurity.org/files/117976/Zoner-Photo-Studio-15-Buffer-Overflow.html
http://packetstormsecurity.org/files/118029/Zoner-Photo-Studio-15-Build-3-Registry-Value-Parsing.html
http://www.exploit-db.com/exploits/22652
http://packetstormsecurity.org/files/117924/LibreOffice-Suite-3.5.5.3-Denial-Of-Service.html
http://www.exploit-db.com/exploits/22591
http://www.exploit-db.com/exploits/22653
http://packetstormsecurity.org/files/118031/Smadav-AntiVirus-9.1-Denial-Of-Service.html
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Web (35)

Arwen Cross Site Scripting / SQL Injection

AustroSoft Cross Site Scripting / SQL Injection
AVerCaster Pro RS3100 Directory Traversal

AVerCaster Pro RS3400 Web Server Directory Traversal
AWCM 2.2 Access Bypass

BananaDance Wiki b2.2 Cross Site Scripting / SQL Injection
BananaDance Wiki b2.2 Multiple Vulnerabilities
CKFinder 2.3 / FCKEditor 2.6.8 SWF Cross Site Scripting
CMS Made Simple 1.11.2 Cross Site Request Forgery
Eventy CMS v1.8 PlusMultiple Vulnerabilities

IDIC Blogs Shell Upload

Invision Power Board <= 3.3.4 unserialize Regex Bypass
Invision Power Board 3.3.4 Unserialize REGEX Bypass
LastClick Cross Site Scripting / SQL Injection

MD Webmarketing Cross Site Scripting / SQL Injection
netOffice Dwins <= 1.4p3 SQL Injection Vulnerability
netOffice Dwins 1.4p3 SQL Injection

ON Technologia Cross Site Scripting / SQL Injection
OrangeHRM 2.7.1-rc.1 Cross Site Request Forgery / SQL Injection
PHP Support Tickets 1.9 Cross Site Scripting

Proyectos Margarita SQL Injection / LFI

RodWare SQL Injection

Saintel Consultores Cross Site Scripting / SQL Injection
vBulletin vBay <=1.1.9 Error-Based SQL Injection
vBulletin vBay 11.9 SQL Injection

WordPress 3.3.1 swfupload.swf Cross Site Scripting
WordPress Calendar-Script Blind SQL Injection
WordPress Cardoza Ajax Search 1.1 SQL Injection
WordPress Eco-Annu SQL Injection

WordPress Hitasoft FLV Player 1.1 SQL Injection
WordPress Kakao Theme SQL Injection

WordPress Related Pasts Exit Popup SQL Injection

Xivo 1.2 Arbitrary File Download

Xivo 1.2 Arbitrary File Download

Zenphoto 1.4.3.3 Multiple Vulnerabilities

Tools (6)

360-FAAR Firewall Analysis Audit And Repair 0.3.7
DNS 2 GeolP

GNUnet P2P Framework 0.9.4

SSLsplit 0.4.5

Wisecracker Cryptanalysis Framework

WSO Web Shell 2.5.1


http://packetstormsecurity.org/files/117934/Arwen-Cross-Site-Scripting-SQL-Injection.html
http://packetstormsecurity.org/files/117935/AustroSoft-Cross-Site-Scripting-SQL-Injection.html
http://packetstormsecurity.org/files/117958/AVerCaster-Pro-RS3400-Directory-Traversal.html
http://www.exploit-db.com/exploits/22549
http://packetstormsecurity.org/files/117975/AWCM-2.2-Access-Bypass.html
http://packetstormsecurity.org/files/118027/BananaDance-Wiki-b2.2-Cross-Site-Scripting-SQL-Injection.html
http://www.exploit-db.com/exploits/22654
http://packetstormsecurity.org/files/118034/CKFinder-2.3-FCKEditor-2.6.8-SWF-Cross-Site-Scripting.html
http://packetstormsecurity.org/files/117951/CMS-Made-Simple-1.11.2-Cross-Site-Request-Forgery.html
http://www.exploit-db.com/exploits/22684
http://packetstormsecurity.org/files/118037/IDIC-Blogs-Shell-Upload.html
http://www.exploit-db.com/exploits/22547
http://packetstormsecurity.org/files/117957/Invision-Power-Board-3.3.4-Unserialize-REGEX-Bypass.html
http://packetstormsecurity.org/files/117936/LastClick-Cross-Site-Scripting-SQL-Injection.html
http://packetstormsecurity.org/files/117927/MD-Webmarketing-Cross-Site-Scripting-SQL-Injection.html
http://www.exploit-db.com/exploits/22590
http://packetstormsecurity.org/files/118010/netOffice-Dwins-1.4p3-SQL-Injection.html
http://packetstormsecurity.org/files/117933/ON-Technologia-Cross-Site-Scripting-SQL-Injection.html
http://packetstormsecurity.org/files/117925/OrangeHRM-2.7.1-rc.1-Cross-Site-Request-Forgery-SQL-Injection.html
http://packetstormsecurity.org/files/117929/PHP-Support-Tickets-1.9-Cross-Site-Scripting.html
http://packetstormsecurity.org/files/117937/Proyectos-Margarita-SQL-Injection-LFI.html
http://packetstormsecurity.org/files/117938/RodWare-SQL-Injection.html
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ADVISORIES FOR THE WEEK OF NOVEMBER 14, 2012

‘ L}
i

Adobe (1)

Secunia Security Advisory 51213
Secunia Security AdvisonMultiple vulnerabilities have been reported in Adobe Flash Player and A
AIR, which cambe exploited by malicious people to bypass certain security restrictions and compror
user's system.

Amazon (1)

Secunia Security Advigo51196

Secunia Security AdvisonA security issue has been reported in Amazon Web Services SDK, which
exploited by malicious people to conduct spoofing attacks.

Apple (2)

Secunia Security Advisory 51226

Secunia Security Advisorultiple vulnerabilities have been reported in Apple QuickTime, which ca
exploited by malicious people to compromise a user's system.

Apple Security Advisory 2042-07-1
Apple Security Advisory 2042-07-1 - QuickTime version 7.7.3 is now available and addresses mu
buffer overflows, memory corruption, and use after free vulnerabilities.

Cisco (5)

Cisco Security Advisory 20121 1€¥phos

Cisco Seurity Advisory- Cisco IronPort Email Security Appliances (ESA) and Cisco IronPort Web
Appliances (WSA) include versions of Sophos\nis that contain multiple vulnerabilities that could allc
an unauthenticated, remote attacker to gain cooitof the system, escalate privileges, or cause a defia
service (DoS) condition. An attacker could exploit these vulnerabilities by sending malformed files
appliance that is running Sophos A¥firus. The malformed files could cause the Sophdiviaus engine to
behave unexpectedly. As updates that address these vulnerabilities become available from Sophos,
working to qualify and automatically provision them through the Cisco Ironport ESA and WSA platfc
workaround that mitigates tbse vulnerabilities is available.

Secunia Security Advisory 51194
Secunia Security AdvisonA vulnerability has been reported in Cisgecure ACS, which can be exploited
malicious people to bypass security restrictions.

Secunia Security Advisory 51197
Secunia Securitpidvisory- Cisco has acknowledged some vulnerabilities in Cisco IronPort Web S¢
Appliance and Cisco IronPort Email Security Appliance, which can be exploited by malicious pe
compromise a vulnerable device.
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Cisco Security Advisory 20121183

Cisco Security AdvisoryCisco Secure Access Control System (ACS) contains a vulnerability that cou
an unauthenticated, emote attacker to bypass TACACS+ based authentication service offered |
affected product. The vulnerability is due to improper validation of the ssgplied password whel
TACACS+ is the authentication protocol and Cisco Secure ACS is configurad igittweight Directory
Access Protocol (LDAP) external identity store. An attacker may exploit this vulnerability by sending ¢
sequence of characters when prompted for the user password. The attacker would need to know
username stored irthe LDAP external identity store to exploit this vulnerability, and the exploitatic
limited to impersonate only that user. An exploit could allow the attacker to successfully authenticate
system using TACACS+ in combination with an affected Sexmure ACS. Cisco has released free soft
updates that address this vulnerability. There are no workarounds for this vulnerability.

Cisco Security Advisory 20121 1k

Cisco Security AdvisoryThe Cisco Product Security Incident Response Team (PSIRT) would like t
customers of an issue that may impact their network security posture when upgrading the Cisco
1000V Sees Switches to Software Release 4.2(1)SV1(5.2) with deployments that have Cisco Virtual
Gateway (VSG) integration. This issue will manifest itself when administrators perform-saervioe
software upgrade to Software Release 4.2(1)SV1(5.2) Software Release 4.2(1)SV1(5.1a) or earlier. A
the software upgrade, a bug in Software Release 4.2(1)SV1(5.2) could cause all the virtual Ethernet
the Virtual Ethernet Modules (VEM) of the Cisco Nexus 1000V Series Switch to stayPaticNgass

through mode because a valid VSG license is not actively installed. As a result, the VEMs no long
configured Cisco VSG; therefore, the virtual machines (VM) are not firewalled and traffic is not inspe
the VSG.

Google (1)

Secunia Security Advisory 51210

Secunia Security AdvisoryMultiple vulnerabilities have been reported in Google Chrome, which ca
exploited by matiious people to bypass certain security restrictions and compromise a user's system.

HP (1)

HP Security Bulletin HPSBHFO28SRT100592 2

HP Security Bulletin HPSBHF02699 SSRT1060%9@@ential security vulnerability has been identified w
HP ProLiant SL Advanced Power ManagefAPB). The vulnerability can be remotely exploited
incorrectly validate a user. Revisigrof this advisory.
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IBM (2)

Secunia Security Advisory 51158

Secunia Security AdvisoryIBM has acknowledged multiple vulnerabilitiss IBM Tivoli Monitoring for
Energy Management, which can be exploited by malicious, local users to disclose potentially sensit
and by malicious people to disclose potentially sensitive information, manipulate certain data, cause
(Denial ofService), and compromise a vulnerable system.

Secunia Security Advisory 51216
Secunia Security Advisory A vulnerability has been repcetd in IBM WebSphere MQ, which can
exploited by malicious users to cause a DoS (Denial of Service).

Microsoft (1)

Secunia Security Adeiy 51207
Secunia Security Advisorysome vulnerabilities have been reported in Microsoft Windows, which ca
exploited by malicious people to bypass certain security restrictions and compromise a user's system

Paypal (1)

Secunia Security Advisory 51184

Secunia Security AdvisoryA security issue has been reported in PayPal SDK, which can be explo
malicious people to conduct epfing attacks.

Sophos (1)

Secunia Security Advisory 51156

Secunia Security Advisoryravis Ormandy has reported multiple vulneralgBtin Sophos Antfirus, which
can be exploited by malicious, local users to gain escalated privileges and by malicious people to
crosssite scripting attacks and compromise a user's system.

VMware (2)

Secunia Security Advisory 51237

Secunia Security AdvisoryMultiple vulnerabilities have been reported in VMware Workstation ¢
VMware Player, which can be exploited by maliciodosal users to gain escalated privileges and
malicious people to compromise a user's system.

Secunia Security Advisory 51240
Secunia &curity Advisory: A vulnerability has been reported in VMware OVF Tool, which can be exp
by malicious people to compromise a user's system.

WordPress (4)

Secunia Security Advisory 51224
Secunia Security Advisory A vulnerability has been discovered in the Ultimate TinyMCE plugir
WordPress, which can be exploited by malicious people to conduct-sitesscripting attacks.
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Secunia Security Advisory 50976
Secunia Security AdvisoryTwo vulnerabilities have been discovered in the WP125 plugin for WordF
which can be exploited by malicious people to conduct ctsscripting attacks.

Secunia Security Advisory 51179
Secunia Security AdvisoryA vulnerability has been discovered in the Hitasoft FLV Player plugi
WordPress, which can be exploited by malicious people to conduct SQL injection attacks.

Secunia Security Advisory 50980
Secunia Security AdvisoryCharlie Eriksen has discovered a vulnerability in Pretty Link Lite plug
WordPress, which can be exploited by malicious people to conduct-sttesscripting attaks

Misc: (28)

Secunia Security Advisory 51230

Secunia Security Advisoriultiple vulnerabilities have been reported in Roundup, whieln be exploited
by malicious people to conduct cresie scripting attacks.

Secunia Security Advisory 51209
Secunia Security Advisor security issue has been reported in Gajim, which can be exploited by mal
people to conduct spoofing attacks.

Secunia Security Agbory 51253
Secunia Security AdvisorA vulnerability has been reported in Ruby, which can be exploited by mali
people to cause a DoS (Denial of Service).

Secunia Security Advisory 51231
Secunia Security AdvisoryA vulnerability has been reported in WeeChat, which can be exploite
malicious people to potentially compromise a user's system

Secunia Security Advisory 51256

Secunia Security AdvisoryAttachmate has acknowledged multiple vulnerabilities in some Reflec
products, which can be exploited by malies) local users to disclose potentially sensitive informati
manipulate certain data, and cause a DoS (Denial of Service) and by malicious people to condaitec
scripting attacks, disclose potentially sensitive information, manipulate certain datese a DoS (Denial
Service), and compromise a vulnerable system.

Secunia Security Advisory 51276
Secunia Security Advisonittachmate has acknowledged a vulnerability in Reflection for Secure IT, v
can be exploited by malicious people to potentially compromise a vulnerable system.

Secunia Security Advisory 51262
Secunia Security AdvisoryA vulnerability has been reported in esri ArcGIS, which can be exploite
malicious users to conduct SQL injection attacks.
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Gajim SSL Failed Checks
Gajim fails to properly check invalid, broken, and expired certificates always returning true regard
errors

Secunia Security Advisory 51174
Secunia Security AdvisoryA vulnerability has been reported in OpenStack, which can be exploite
malicious users to bypass certain security restrictions.

Secunia Security Advisory 51191
Secunia Security AdvisoryA vulnerability has been reported in the OM Maximenu module for Dru
whichcan be exploited by malicious users to conduct script insertion attacks.

Secunia Security Advisory 51203
Secunia Security Advisorffwovulnerabilities have been reported in Pattern Insight Code Assurance, v
can be exploited by malicious people to conduct cisiss scripting and request forgery attacks

Secunia Security Advisory 49856
Secunia Security AdvisofyA vulnerability has been discovered in IrffanView, which can be exploite
malicious people to compromise a user's system

Secunia Security Advisory 51132

Secunia Security AdvisoryStratsec has reported multiple vulnerabilities in Intramaps, which car
exploited by malicious people to diss potentially sensitive information and conduct crs#ie scripting
and SQL injection attacks.

Secunia Security Advisory 51217

SecuniaSecurity Advisory Some vulnerabilities have been reported in TYPO3, which can be exploit
malicious users to conduct script insertion attacks, bypass security restrictions, and conduct SQL i
attacks and by malicious people to conduct crsis scripting attacks.

Secunia Security Advisory 51187
Secunia Security AdvisoryA vulnerability has been reported in Joomla!, which dsn exploited by
malicious people to bypass certain security restrictions and conduct-sitessequest forgery attacks.

Secunia Security Aibory 51229
Secunia Security AdvisonA security issue has been reported in the CiviCRM module for Drupal, whic
be exploited by malicious people to conduct spoofing attacks.

Secunia Security Advisory 51192
Secunia Security AdvisonA security issue has been reported in Payflow SDK, which can be exploi
malicious people to conduct spoofing attacks.
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Secunia Security Advisory 51195
Secunia Security AdvisoryBen Sheppard has discovered a vulnerability in the Script Runner plug
Atlassian JIRA, which ca@ éxploited by malicious people to conduct crg#te request forgery attacks.

Secunia Security Advisory 51232
Secunia Security Advisor security issue has been reported in Moneris eSelectPlus PHP API, which
exploited by malicious people to conduct spoofing attacks

Drupal Webform CiviCRM Integration 7.x Access Bypass
Drupal Webform CiviCRM Integration third party module version 7.x suffers from an access
vulnerability.

Secunia Security Advisory 51227
Secunia Security AdvisoryA security issue has been reported in Magento, which can be exploite
malicious people to conduct spoofing attacks.

Secunia Security Advisory 51190
Secunia Security AdvisoryA security issue has been reported in Trillian, which can be exploite
malicious people to conduct span§ attacks.

Drupal OM Maximenu 6.x / 7.x Cross Site Scripting
Drupal OM Maximenu third party module versions 6.x andsiffer from a cross site scripting vulnerabilit

Secunia Security Advisory 51185
Secunia Security AdvisorHighTech Bridge has diseered a vulnerability in CMS Made Simple, which
be exploited by malicious people to conduct crsite request forgery attacks.

SecunigéSecurity Advisory 51160
Secunia Security Advisor vulnerability has been reported in KVM, which can be exploited by malic
local users to cause a DoS (Denial of Service).

Secunia Security Advisory 51178
Secunia Security Advisorsome vulnerabilities have been reported in Collax Business Server, which
exploited by malicious people to cause a DoS (Denial of Service) jpaskliyertain security restrictions.

Secunia Security Advisory 51182
Secunia Security Advisorypavid Sopas has reported a vulnerabilityPrestaShop, which can be exploit
by malicious people to conduct script insertion attacks.
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Linux Distributions

Debian (2) ot
Debian $curity Advisory 2573

Debian Linux Security Advisory 2573 Ralf Paffrath reported that Radsecproxy, a RADIUS protocol p
mixed up pre and posthandshake verification of clients. This vulnerability may wrongly accept cl
without checking thé certificate chain under certain configurations.

Secunia Security Advisory 51251
Secunia Security Advisonpebian has issued an upddi@ radsecproxy. This fixes a security issue, wt
can be exploited by malicious users to bypass certain security restrictions.

Gentoo (2)

Gentoo Linux Security Advisory 201401

Gentoo Linux Security Advisory 2012111 Multiple vulnerabilities have been found in MantisBT, the wc
of which allowing for local file inclusion. Versions less than 1.2.11 are affected.

Secunia Security Advisory 51199

Secunia Security AdvisoryGentoo has issued an update for MantisBT. This fixes a security issu
multiple vulneambilities, which can be exploited by malicious users to bypass certain security restrit
conduct script insertion attacks, and compromise a vulnerable system and by malicious people to ¢
crosssite scripting attacks and disclose potentially $&ves information.

Mandriva (1)

Mandriva Linux Security Advisory 20121

Mandriva Linux Security Advisory 20121 - A bufferoverflow flaw was found in the IcedT&8eb plugin.
Visiting a malicious web page could cause a web browser using the le&tEealugin to crash or,
possibly, execute arbitrary code. The updated packages have been upgraded to the 1.1.7 version
not affected by this issue.

Red Hat (10)

Red Hat Security Advisory 20125601

Red Hat Security Advisory 20125601 - Red HatStorage is software only, scabeit storage that provides
flexible and affordable unstructured data storage for the enterprise. GlusterFS, a key building block
Hat Storage, is based on a stackable sgerce design and can deliver exceptional penfance for diverse
workloads. GlusterFS aggregates various storage servers over network interconnects into one large,
network file system. Multiple insecure temporary file creation flaws were found in Red Hat Storage. .
user on the Red Hat &@age server could use these flaws to cause arbitrary files to be overwritten a
root user via a symbolic link attack.

Red Hat &curity Advisory 201:245501

Red Hat Security Advisory 20125501 - GEGL is a grafgased image processing framework. An intei
overflow flaw, leading to a heapased buffer overflow, was found in the way the gegl utility proces
.ppm image filesAn attacker could create a speciatisafted .ppm file that, when opened in gegl, wol
cause gegl to crash or, potentially, execute arbitrary code. This issue was discovered by Murray McA
the Red Hat Security Response Team.
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Secunia Security Advisory 51220
Secunia Security AdvisornRed Hat has issued an update for icedtgzb. This fixes a vulnerability, whic
can be exploited yp malicious people to compromise a user's system.

Red Hat Security Advisory 20123801

Red Hat Security Advisory 20123801 - Red Hat has updated the support life cycle for Red Hat Enter
Virtualization version 2, extending the end of life for version 2 from November 3rd 2012 until Mar«
2013. During this period customers are recommended to upgrade their existing Redntaprise
Virtualization 2.x installations to version 3.0. The upgrade from RHEV Manager version 2.2 runi
Microsoft Windows to Red Hat Enterprise Virtualization Manager 3.0 running on Red Hat Enterprise
fully supported and requires no downte, during the upgrade all virtual machines will continue to |
without loss of service.

Secunia Security Advisory 51186

Secunia Secuy Advisory- Red Hat has issued an update for flgdiagin. This fixes multiple vulnerabilitie
which can be exploited by malicious people to bypass certain security restrictions and compromise
system.

Red Hat Security Advisory 20123401

Red Hat Security Advisory 20123401 - The IcedTedVeb project provides a Java web browser glugnd
an implementation of Java We®tart, which is based on the Netx project. It also contains a configuri
tool for managing deployment settings for the pligand Web Start implementations. A buffer overflc
flaw was found in the IcedTe&/eb plugin. Visiting a malicious web page ¢tdweause a web browser usir
the IcedTeaNeb plugin to crash or, possibly, execute arbitrary code.

Red Hat Security Advisory 201231-01

Red Hat Security Advisory 201231-01 - The flaskplugin package contains a Mozilla Firefox compat
Adobe Flash Player web browser ping This update fixes several vulnerabilities in Adobe Flash PI
Speciallycrafted SWF content could ese flashplugin to crash or, potentially, execute arbitrary code wt
a victim loads a page containing the malicious SWF content.

SecunigéSecurity Advisory 51228
Secunia Security AdvisoriRed Hat has issued an update for the kernel. This fixes two vulnerabilities,
can be exploited by malicious, local users to cause a DoS (Denial of Service)

Red Hat Security Advisory 20122601

Red Hat Security Advisory 20122601 - The kernel packages contain the Linux kernel, the core of
Linux operating system. A aeafter-free flaw was found in the Linux kernel's memory managemnr
subsystem in the way quota handling for huge pages was performed. A local, unprivileged user cc
this flaw to cause a denial of service or, potentially, escalate their privilegese #ter-free flaw was found
in the madvise() system call implementation in the Linux kernel. A local, unprivileged user could t
flaw to cause a denial of service or, potentially, escalate their privileges.
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Red Hat Security Advisory 20123001

Red Hat Security Advisory 20123001 - The kernel packages contain the Linux kernel, the core of
Linux operating system. Aafv was found in the way socket buffers (skb) requiring TSO (TCP se
offloading) were handled by the sfc driver. If the skb did not fit within the minirsima of the transmissiol
queue, the network card could repeatedly reset itself. A remote attackeld use this flaw to cause
denial of service.

Suse (1)

Secunia Security Advisory 51222

Secunia Security AdvisorySUSE has issueth update for cgit. This fixes a vulnerability, which can
exploited by malicious users to compromise a vulnerable system.

Ubuntu (10)

Ubuntu Security Notice USN630-1

Ubuntu Security Notice 163D- It was discovered that Libav incorrectly handled certain malformed m
files. If a user were tricked into opening a crafted media file, an attacker could cause a denial of ser
application crash, or possibly execute arbitrary code with the privileges of the user invoking the progr:

Ubuntu Security Notice USN29-1
Ubuntu Security Notice 162D- Tomas Mraz discovered that libproxy incorrectly handled certain PAC
A remote attacker could use this issue to cause libproxy to crash, or to possibly execute arbitrary cod

Ubuntu Security Notice USN626-2

Ubuntu Security Notice 1625 - USN16261 fixed vulnerabilities in the vl APl of Glance. This upt
provides the corresponding updategrfthe v2 API. Gabe Westmaas discovered that Glance did not a
properly enforce access controls when deleting images. An authenticated user could delete arbitrary
by using the v1 API under certain circumstances. Various other issues weredisssad.

Secunia Security Advisory 51234
Secunia Security Advisorybuntu has issued an update for glance. This fixes a vulnerahilitgh can be
exploited by malicious users to bypass certain security restrictions.

Secunia Security Advisory 51225
Secunia Security Adeiy - Ubuntu has issued an update for apache2. This fixes a vulnerability, which ¢
exploited by malicious people to conduct crese scripting attacks.

Ubuntu Security Notice USN6281

Ubuntu Security Notice 1628 - Juliano Rizzo and Thai Duong discovered a flaw in the Transport
Security (TLS) protocol when it is used with data compression. If an attacker were able toperf@anin-

the-middle attack, this flaw could be exploited to view sensitive information. This update disables TL
compression in Qt by default.
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Ubuntu Security Notice USN627-1

Ubuntu Security Notice 1627 - It was discovered that the mod_negotiation module incorrectly hanc
certain filenames, which could result in browsers becoming vulnerable to-sit@sscripting attacksvhen
processing the output. With crosste scripting vulnerabilities, if a user were tricked into viewing se
output during a crafted server request, a remote attacker could exploit this to modify the contents, or
confidential data (such as passmds), within the same domain. It was discovered that the Apache t
Server was vulnerable to the "CRIME" SSL data compression attack. Although this issue had been
on the client with newer web browsers, this update also disables SSL data cermpres the server. A ne\
SSLCompression directive for Apache has been backported that may be useebriable SSL dat
compression in certain environments.

Ubuntu Security Notice USN626-1
Ubuntu Security Notice 1626 - Gabe Westmaas discovered that Glance did not always properly en
access controls when deleting images. An authenticated user could delete arbitrary images leusih
API under certain circumstances.

Secunia Security Advisory 51206
Secunia Security AdvisoryJbuntu has issued an update for icedweb. This fixes a vulnerability, whic
can be exploited by malicious people to compromise a user's system.

Ubuntu Security Notice USN6251

Ubuntu Security Notice 1625- Arthur Gerkis discovered a buffer overflow in the Iced®ab plugin. If a
user were tricked into opening a malicious website, an attacker could cause the plugin to crash or |
execute arbitrary code as theser invoking the program.
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http://packetstormsecurity.org/files/117972/Ubuntu-Security-Notice-USN-1627-1.html
http://packetstormsecurity.org/files/117965/Ubuntu-Security-Notice-USN-1626-1.html
http://packetstormsecurity.org/files/117964/Secunia-Security-Advisory-51206.html
http://packetstormsecurity.org/files/117948/Ubuntu-Security-Notice-USN-1625-1.html
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This section of the CIR is dedicated to
inform the public of website
defacements that have targeted either
larger organizations or government

agencies. The perpetrators of these

attacks are all over the world and have
different reasons for hacking that range

from curiosity to hacktavism to state
sponsored espionage/cyber warfare

activity.

# WEBSITE DEFACEMENTS : (265)

Notifier Domain 0s View
3CUH4CK B + tabuk.gov.ph Linux mirror
3QRAB ALMO5EAM _d +# www.bea.gov.bt/?page_id=4 Linux mirror_
3QRAB ALMO5EAM gld % thimphu.gov.bt Linux mirror_
3QRAB ALMO5EAM gld % www.2apr.gov.bt Linux mirror_
4cHrf ¥ www.marocurba.gov.ma/c odeurban... Win 2008 mirror
a9dicoOL E= 4 kastamns.gov.my Linux mirro r
ABOSALMAN W www.symoftec.gov.cn Linux mirror
AL.MaX HaCKEr == +r cityub.go.th/sp.html Linux mirror_
AL.MaX HaCKEr == +r vpn.udoncity.go.th Linux mirror
AL.MaX HaCkEr A + www.latrinidad.gov.ph/tmp/ Win 2003  mirror.
AL.MaX HaCkEr A + www.laoagcity.gov.ph/x.asp Win 2003  mirror.
alex_owners ES 4 rsud.kutaitimurkab.go.id Linux mirror_
alex_owners ES + keuangan.kutaitimurkab.go.id Linux mirror_
alex_owners == < danabergulir.jakarta.go.id Linux mirror_
alex_owners == < reor.postel.go.id Linux mirror_
ANONYMOUS -Jo E % eng.islam.gov.kw Linux mirror_
ANONYMOUS -Jo E=E % www.islam.gov.kw Linux mirror.
Append -Hc.com ES 4 hgseclass.harvard.edu Win 2003  mirror_
Ashiyane Digital Security Team W WWW.XXZX.gov.cn Linux mirror_
Ashiyane Digital Security Team Il # chudasamalab.mcgill.ca/images!... Linux mirror_
Bangladesh cyber army == 4 pa-mojokerto.go.id Linux mirror_
Bangladesh cyber army == % loscisnes.gov.ar/index.php?opt... Linux mirror_
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http://www.zone-h.org/archive/special=1/notifier=3CUH4CK
http://www.zone-h.org/mirror/id/18559248
http://www.zone-h.org/archive/special=1/notifier=3QRAB%20ALMO5EAM
http://www.zone-h.org/mirror/id/18467422
http://www.zone-h.org/archive/special=1/notifier=3QRAB%20ALMO5EAM
http://www.zone-h.org/mirror/id/18467286
http://www.zone-h.org/archive/special=1/notifier=3QRAB%20ALMO5EAM
http://www.zone-h.org/mirror/id/18467125
http://www.zone-h.org/archive/special=1/notifier=4cHrf
http://www.zone-h.org/mirror/id/18470581
http://www.zone-h.org/archive/special=1/notifier=a9d1co0L
http://www.zone-h.org/mirror/id/18583581
http://www.zone-h.org/archive/special=1/notifier=ABOSALMAN
http://www.zone-h.org/mirror/id/18454954
http://www.zone-h.org/archive/special=1/notifier=AL.MaX%20HaCkEr
http://www.zone-h.org/mirror/id/18587192
http://www.zone-h.org/archive/special=1/notifier=AL.MaX%20HaCkEr
http://www.zone-h.org/mirror/id/18586733
http://www.zone-h.org/archive/special=1/notifier=AL.MaX%20HaCkEr
http://www.zone-h.org/mirror/id/18558528
http://www.zone-h.org/archive/special=1/notifier=AL.MaX%20HaCkEr
http://www.zone-h.org/mirror/id/18558526
http://www.zone-h.org/archive/special=1/notifier=alex_owners
http://www.zone-h.org/mirror/id/18466420
http://www.zone-h.org/archive/special=1/notifier=alex_owners
http://www.zone-h.org/mirror/id/18466394
http://www.zone-h.org/archive/special=1/notifier=alex_owners
http://www.zone-h.org/mirror/id/18545912
http://www.zone-h.org/archive/special=1/notifier=alex_owners
http://www.zone-h.org/mirror/id/18507069
http://www.zone-h.org/archive/special=1/notifier=ANONYMOUS-Jo
http://www.zone-h.org/mirror/id/18559549
http://www.zone-h.org/archive/special=1/notifier=ANONYMOUS-Jo
http://www.zone-h.org/mirror/id/18559526
http://www.zone-h.org/archive/special=1/notifier=Append-Hc.com
http://www.zone-h.org/mirror/id/18466744
http://www.zone-h.org/archive/special=1/notifier=Ashiyane%20Digital%20Security%20Team
http://www.zone-h.org/mirror/id/18452167
http://www.zone-h.org/archive/special=1/notifier=Ashiyane%20Digital%20Security%20Team
http://www.zone-h.org/mirror/id/18451612
http://www.zone-h.org/archive/special=1/notifier=Bangladesh%20cyber%20army
http://www.zone-h.org/mirror/id/18584140
http://www.zone-h.org/archive/special=1/notifier=Bangladesh%20cyber%20army
http://www.zone-h.org/mirror/id/18449332
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Barbaros-DZ Bl + jz.Inzxw.gov.cn Win 2003  mirror
Beyond r00t — # www.mendoza.gov.ar Linux mirror_
blackrain M ¥ scinet.dost.gov.ph/... Linux mirror_
Bozkurt97 E ¥ geofisica.ufpa.br Linux mirror_
Bozkurt97 W www.ppgenf.ufpa.br Linux mirror
Brazilian Cyber Army = % www.cvn.ba.gov.br Linux mirror_
ByJoker = + www.bundibugyo.go.ug/tmp/joker... Linux mirror_
chinahacker E +# www.81890.gov.cn/81890bbs/dhth... Win 2003  mirror
chinahacker El + www.81890780.gov.cn/dhthacker.... Win 2003  mirror
Computer Korner & + bozuyukdh.gov.tr/computerkorne... Linux mirror_
Core Team B % www.hospitaldetrauma.pb.gov.br... Linux mirror_
CrAzY HaCKEr glE ¥ liliwlaguna.gov.ph Linux mirror
crazy-3r3r E % www.mae.gov.sa Linux mirror_
crazy-3r3r = % www.hsa.gov.sa Linux mirror
d3strOyers Es 3 hidrocaribe.gob.ve Linux mirror_
DARKWAR2 B +# www.ahszjsw.gov.cn/web/page.ph... FreeBSD  mirror
DevilzSec E= + epublic.mpsns.gov.my/Dz.html Win 2003  mirror
Dr.3aBQaReNo == +r bnym.brm3.go.th/data/ FreeBSD  mirror
Dr.3aBQaReNo == < bntms.brm3.go.th/data/ FreeBSD  mirror_
Dr.3aBQaReNo == < bnsr.brm3.go.th/data/ FreeBSD  mirror
Dr.3aBQaReNo == < bnsn.brm3.go.th/data/ FreeBSD  mirror
Dr.3aBQaReNo == < bksk.brm3.go.th/data/ FreeBSD  mirror_
Dr.3aBQaReNo == 7 bkl.brm3.go.th/data/ FreeBSD  mirror
Dr.3aBQaReNo == < Dbhk.brm3.go.th/data/ FreeBSD  mirror_
Dr.3aBQaReNo == < bansamran.brm3.go.th/data/ FreeBSD  mirror_
Dr.3aBQaReNo == -+ banploem.brm3.go.th/data/ FreeBSD  mirror_
Dr.3aBQaReNo == < bankhamnoi.brm3.go.th/data/ FreeBSD  mirror_
Dr.3aBQaReNo == < banjan.brm3.go.th/data/ FreeBSD  mirror
Dr.3aBQaReNo == < bnnw.brm3.go.th FreeBSD  mirror
Dr.3aBQaReNo == < bantanon.brm3.go.th FreeBSD  mirror_
Dr.3aBQaReNo == 7 audit.orm3.go.th FreeBSD  mirror
Dr.SHAG6H ™ < www.poltav -oblosvita.gov.ua FreeBSD  mirror_
Dr.SHAGH Bl + rs.tzjyxx.gov.cn/index.html Win 2003  mirror.
Dr.SHAG6H ¥ cs.aw.gov.sa/index.html Win 2003  mirror_
Dr.SHAGH = % www.dgap.gov.cv Linux mirror_
Dravide B ¥ www.environment.sa.gov.au/inde... Win 2008  mirror
DR-MTMRD = % tonya.gov.tr Linux mirror_
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http://www.zone-h.org/archive/special=1/notifier=Barbaros-DZ
http://www.zone-h.org/mirror/id/18456295
http://www.zone-h.org/archive/special=1/notifier=Beyond%20r00t
http://www.zone-h.org/mirror/id/18456818
http://www.zone-h.org/archive/special=1/notifier=blackrain
http://www.zone-h.org/mirror/id/18466693
http://www.zone-h.org/archive/special=1/notifier=Bozkurt97
http://www.zone-h.org/mirror/id/18466097
http://www.zone-h.org/archive/special=1/notifier=Bozkurt97
http://www.zone-h.org/mirror/id/18466100
http://www.zone-h.org/archive/special=1/notifier=Brazilian%20Cyber%20Army
http://www.zone-h.org/mirror/id/18471182
http://www.zone-h.org/archive/special=1/notifier=ByJoker
http://www.zone-h.org/mirror/id/18446200
http://www.zone-h.org/archive/special=1/notifier=chinahacker
http://www.zone-h.org/mirror/id/18585848
http://www.zone-h.org/archive/special=1/notifier=chinahacker
http://www.zone-h.org/mirror/id/18585679
http://www.zone-h.org/archive/special=1/notifier=Computer%20Korner
http://www.zone-h.org/mirror/id/18467114
http://www.zone-h.org/archive/special=1/notifier=Core%20Team
http://www.zone-h.org/mirror/id/18448294
http://www.zone-h.org/archive/special=1/notifier=CrAzY%20HaCkEr
http://www.zone-h.org/mirror/id/18585987
http://www.zone-h.org/archive/special=1/notifier=crazy-3r3r
http://www.zone-h.org/mirror/id/18564533
http://www.zone-h.org/archive/special=1/notifier=crazy-3r3r
http://www.zone-h.org/mirror/id/18564534
http://www.zone-h.org/archive/special=1/notifier=d3str0yers
http://www.zone-h.org/mirror/id/18447182
http://www.zone-h.org/archive/special=1/notifier=DARKWAR2
http://www.zone-h.org/mirror/id/18468634
http://www.zone-h.org/archive/special=1/notifier=DevilzSec
http://www.zone-h.org/mirror/id/18452155
http://www.zone-h.org/archive/special=1/notifier=Dr.3aBQaReNo
http://www.zone-h.org/mirror/id/18572540
http://www.zone-h.org/archive/special=1/notifier=Dr.3aBQaReNo
http://www.zone-h.org/mirror/id/18572494
http://www.zone-h.org/archive/special=1/notifier=Dr.3aBQaReNo
http://www.zone-h.org/mirror/id/18572493
http://www.zone-h.org/archive/special=1/notifier=Dr.3aBQaReNo
http://www.zone-h.org/mirror/id/18572489
http://www.zone-h.org/archive/special=1/notifier=Dr.3aBQaReNo
http://www.zone-h.org/mirror/id/18563314
http://www.zone-h.org/archive/special=1/notifier=Dr.3aBQaReNo
http://www.zone-h.org/mirror/id/18563310
http://www.zone-h.org/archive/special=1/notifier=Dr.3aBQaReNo
http://www.zone-h.org/mirror/id/18563308
http://www.zone-h.org/archive/special=1/notifier=Dr.3aBQaReNo
http://www.zone-h.org/mirror/id/18562385
http://www.zone-h.org/archive/special=1/notifier=Dr.3aBQaReNo
http://www.zone-h.org/mirror/id/18562376
http://www.zone-h.org/archive/special=1/notifier=Dr.3aBQaReNo
http://www.zone-h.org/mirror/id/18562356
http://www.zone-h.org/archive/special=1/notifier=Dr.3aBQaReNo
http://www.zone-h.org/mirror/id/18562317
http://www.zone-h.org/archive/special=1/notifier=Dr.3aBQaReNo
http://www.zone-h.org/mirror/id/18562274
http://www.zone-h.org/archive/special=1/notifier=Dr.3aBQaReNo
http://www.zone-h.org/mirror/id/18562412
http://www.zone-h.org/archive/special=1/notifier=Dr.3aBQaReNo
http://www.zone-h.org/mirror/id/18562261
http://www.zone-h.org/archive/special=1/notifier=Dr.SHA6H
http://www.zone-h.org/mirror/id/18586913
http://www.zone-h.org/archive/special=1/notifier=Dr.SHA6H
http://www.zone-h.org/mirror/id/18583055
http://www.zone-h.org/archive/special=1/notifier=Dr.SHA6H
http://www.zone-h.org/mirror/id/18583048
http://www.zone-h.org/archive/special=1/notifier=Dr.SHA6H
http://www.zone-h.org/mirror/id/18456693
http://www.zone-h.org/archive/special=1/notifier=Dravide
http://www.zone-h.org/mirror/id/18451810
http://www.zone-h.org/archive/special=1/notifier=DR-MTMRD
http://www.zone-h.org/mirror/id/18566725
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www.tisi.go.th/eng
stationery.kerala.gov.in
openschool.kerala.gov.in
nregs.kerala.gov.in
keralapoliceacademy.gov.in
generalhospitalernakulam.gov.in
forest.kerala.gov.in
ayurveda.kerala.gov.in
ahd.kerala.gov.in
akshaya.kerala.gov.in
norka.kerala.gov.in
norka.gov.in
www.circolodonbosco.gov.it
www.ville -stleger76.fr
www.lhg.ufpr.br/home2/

gdel.damt.gov.gr/tmp/dz.txt

awp.cri2.go.th/data/research_1...

registrar.nic.dz

www.univ -km.dz

www.univ -eltarf.dz
www.univ -bouira.dz
www.commune -zemmouri.dz
www.commune -ouledfayet.dz
www.epson.dz

www.societeg enerale.dz
www.assemblee-nationale.dz
www.arabbank.dz
www.pm.dz

www.premier -ministre.dz
www.dacia.dz

www.fujitsu.dz

www.faculte -medecine-alger.dz
www.matev.gov.dz
www.facultell -univ -alger2.dz
www.mftemp.gov.dz
www.bnpparibas.dz

www.mre.gov.dz

22

Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux

Linux

mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mir ror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror

mirror


http://www.zone-h.org/archive/special=1/notifier=Dr-TaiGaR
http://www.zone-h.org/mirror/id/18453491
http://www.zone-h.org/archive/special=1/notifier=h4x0r%20HuSsY
http://www.zone-h.org/mirror/id/18555291
http://www.zone-h.org/archive/special=1/notifier=h4x0r%20HuSsY
http://www.zone-h.org/mirror/id/18555279
http://www.zone-h.org/archive/special=1/notifier=h4x0r%20HuSsY
http://www.zone-h.org/mirror/id/18555273
http://www.zone-h.org/archive/special=1/notifier=h4x0r%20HuSsY
http://www.zone-h.org/mirror/id/18555261
http://www.zone-h.org/archive/special=1/notifier=h4x0r%20HuSsY
http://www.zone-h.org/mirror/id/18555221
http://www.zone-h.org/archive/special=1/notifier=h4x0r%20HuSsY
http://www.zone-h.org/mirror/id/18555219
http://www.zone-h.org/archive/special=1/notifier=h4x0r%20HuSsY
http://www.zone-h.org/mirror/id/18555199
http://www.zone-h.org/archive/special=1/notifier=h4x0r%20HuSsY
http://www.zone-h.org/mirror/id/18555197
http://www.zone-h.org/archive/special=1/notifier=h4x0r%20HuSsY
http://www.zone-h.org/mirror/id/18555179
http://www.zone-h.org/archive/special=1/notifier=h4x0r%20HuSsY
http://www.zone-h.org/mirror/id/18555215
http://www.zone-h.org/archive/special=1/notifier=h4x0r%20HuSsY
http://www.zone-h.org/mirror/id/18555156
http://www.zone-h.org/archive/special=1/notifier=Hacked%20By%20ipashpirt
http://www.zone-h.org/mirror/id/18465268
http://www.zone-h.org/archive/special=1/notifier=HacKed%20By%20LaMiN3%20DK
http://www.zone-h.org/mirror/id/18468618
http://www.zone-h.org/archive/special=1/notifier=HacKed%20By%20LaMiN3%20DK
http://www.zone-h.org/mirror/id/18454693
http://www.zone-h.org/archive/special=1/notifier=HacKed%20By%20LaMiN3%20DK
http://www.zone-h.org/mirror/id/18449335
http://www.zone-h.org/archive/special=1/notifier=Hacked%20By%20Mr.AhMaD
http://www.zone-h.org/mirror/id/18468571
http://www.zone-h.org/archive/special=1/notifier=hard_hakerz
http://www.zone-h.org/mirror/id/18552359
http://www.zone-h.org/archive/special=1/notifier=hard_hakerz
http://www.zone-h.org/mirror/id/18552343
http://www.zone-h.org/archive/special=1/notifier=hard_hakerz
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http://www.zone-h.org/archive/special=1/notifier=hard_hakerz
http://www.zone-h.org/mirror/id/18552219
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http://www.zone-h.org/archive/special=1/notifier=hard_hakerz
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http://www.zone-h.org/archive/special=1/notifier=hard_hakerz
http://www.zone-h.org/mirror/id/18551625
http://www.zone-h.org/archive/special=1/notifier=hard_hakerz
http://www.zone-h.org/mirror/id/18551597
http://www.zone-h.org/archive/special=1/notifier=hard_hakerz
http://www.zone-h.org/mirror/id/18551594
http://www.zone-h.org/archive/special=1/notifier=hard_hakerz
http://www.zone-h.org/mirror/id/18551593
http://www.zone-h.org/archive/special=1/notifier=hard_hakerz
http://www.zone-h.org/mirror/id/18551400
http://www.zone-h.org/archive/special=1/notifier=hard_hakerz
http://www.zone-h.org/mirror/id/18551153
http://www.zone-h.org/archive/special=1/notifier=hard_hakerz
http://www.zone-h.org/mirror/id/18551149
http://www.zone-h.org/archive/special=1/notifier=hard_hakerz
http://www.zone-h.org/mirror/id/18551036
http://www.zone-h.org/archive/special=1/notifier=hard_hakerz
http://www.zone-h.org/mirror/id/18551001
http://www.zone-h.org/archive/special=1/notifier=hard_hakerz
http://www.zone-h.org/mirror/id/18550888
http://www.zone-h.org/archive/special=1/notifier=hard_hakerz
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http://www.zone-h.org/mirror/id/18550696

hard

hakerz

hard

hakerz

hard

hakerz

hard

hakerz

hard

hakerz

hard

hakerz

hard

hakerz

hard

hakerz

hard

hakerz

hard

hakerz

hard

hakerz

hard

hakerz

hard

hakerz

hard

hakerz

hard

hakerz

hard

hakerz

hard

hakerz

hard

hakerz

hard

hakerz

hard

hakerz

hard

hakerz

hard

hakerz

hard

hakerz

hard

hakerz

hard

hakerz

hard

hakerz

hard

hakerz

hard

hakerz

hard

hakerz

hard

hakerz

hard

hakerz

hard

hakerz

hard

hakerz

hard

hakerz

hard

hakerz

hard

hakerz

hard

hakerz

uamnnoomonomaomominomonmommiEpmmaoerermmmimmppremmoemmmmm

¥ % % ¥ ¥ N ¥ ¥ N ¥ ¥ ¥ N N N N N N ¥ N N N N N N N ¥ N N N N N N N ¥ ¥ N

CIR

www.alnaft.gov.dz

www .wilaya -de-khenchela.gov.dz

www.mipmepi.gov.dz
www.skoda.dz
www.bmw.dz
www.redbull.dz
www.mate.gov.dz
www.douane.gov.dz
www.pmeart.g ov.dz
www.mfdgi.gov.dz
www.premierministre.gov.dz
www.premier -ministre.gov.dz
www.ambrussie.gov.dz
www.bibans -info.gov.dz
www.dcmascara.gov.dz
www.interieur.gov.dz
www.arh.gov.dz

www.mf -ctrf.gov.dz
www.angcm.gov.dz
www.mtess.gov.dz
www.dge.gov.dz
www.anpm.gov.dz

www.mf -dgc.gov.dz
www.apc -batna.gov.dz
www.wain -temouchent.gov.dz
www.wbejaia.gov.dz
www.mta.gov.dz
www.cherib.gov.dz
www.cherh.gov.dz
www.communebounoura.gov.dz
www.cg.gov.dz
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Win 2003

Linux

mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirro r
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror

mirror
mirror

mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror

mirror


http://www.zone-h.org/archive/special=1/notifier=MoroccanGhosts
http://www.zone-h.org/mirror/id/18567620
http://www.zone-h.org/archive/special=1/notifier=mr.ahmad
http://www.zone-h.org/mirror/id/18456850
http://www.zone-h.org/archive/special=1/notifier=Mr.H4rD3n
http://www.zone-h.org/mirror/id/18463896
http://www.zone-h.org/archive/special=1/notifier=Mr-ADeL
http://www.zone-h.org/mirror/id/18447116
http://www.zone-h.org/archive/special=1/notifier=Mugair
http://www.zone-h.org/mirror/id/18466732
http://www.zone-h.org/archive/special=1/notifier=nem1s
http://www.zone-h.org/mirror/id/18454604
http://www.zone-h.org/archive/special=1/notifier=Nob0dy
http://www.zone-h.org/mirror/id/18562771
http://www.zone-h.org/archive/special=1/notifier=Nob0dy
http://www.zone-h.org/mirror/id/18562770
http://www.zone-h.org/archive/special=1/notifier=Nob0dy
http://www.zone-h.org/mirror/id/18562769
http://www.zone-h.org/archive/special=1/notifier=Nob0dy
http://www.zone-h.org/mirror/id/18562768
http://www.zone-h.org/archive/special=1/notifier=Nob0dy
http://www.zone-h.org/mirror/id/18562767
http://www.zone-h.org/archive/special=1/notifier=Nob0dy
http://www.zone-h.org/mirror/id/18562766
http://www.zone-h.org/archive/special=1/notifier=Nob0dy
http://www.zone-h.org/mirror/id/18562765
http://www.zone-h.org/archive/special=1/notifier=NoEntry%20Phc
http://www.zone-h.org/mirror/id/18466212
http://www.zone-h.org/archive/special=1/notifier=NoEntry%20Phc
http://www.zone-h.org/mirror/id/18465579
http://www.zone-h.org/archive/special=1/notifier=NoEntry%20Phc
http://www.zone-h.org/mirror/id/18453686
http://www.zone-h.org/archive/special=1/notifier=Nyongkle
http://www.zone-h.org/mirror/id/18568911
http://www.zone-h.org/archive/special=1/notifier=PAOK
http://www.zone-h.org/mirror/id/18468572
http://www.zone-h.org/archive/special=1/notifier=Pirate%20Keyboard
http://www.zone-h.org/mirror/id/18449629
http://www.zone-h.org/archive/special=1/notifier=Raccer
http://www.zone-h.org/mirror/id/18465686
http://www.zone-h.org/archive/special=1/notifier=RainsevenDotMy
http://www.zone-h.org/mirror/id/18456307
http://www.zone-h.org/archive/special=1/notifier=SA3D%20HaCk3D
http://www.zone-h.org/mirror/id/18452211
http://www.zone-h.org/archive/special=1/notifier=SA3D%20HaCk3D
http://www.zone-h.org/mirror/id/18547258
http://www.zone-h.org/archive/special=1/notifier=sahrawihacker
http://www.zone-h.org/mirror/id/18547687
http://www.zone-h.org/archive/special=1/notifier=Sami%20Hack
http://www.zone-h.org/mirror/id/18580128
http://www.zone-h.org/archive/special=1/notifier=SanFour25
http://www.zone-h.org/mirror/id/18547458
http://www.zone-h.org/archive/special=1/notifier=Sariyatu_Tsari_wad_Dawaa%20Cyber%20Team
http://www.zone-h.org/archive/special=1/notifier=Sariyatu_Tsari_wad_Dawaa%20Cyber%20Team
http://www.zone-h.org/mirror/id/18468525
http://www.zone-h.org/archive/special=1/notifier=shadowfiendhaxor
http://www.zone-h.org/mirror/id/18587880
http://www.zone-h.org/archive/special=1/notifier=Silent_z3r0
http://www.zone-h.org/mirror/id/18560228
http://www.zone-h.org/archive/special=1/notifier=sk@crew
http://www.zone-h.org/mirror/id/18468671
http://www.zone-h.org/archive/special=1/notifier=StRoNiX
http://www.zone-h.org/mirror/id/18452481
http://www.zone-h.org/archive/special=1/notifier=StRoNiX
http://www.zone-h.org/mirror/id/18449365
http://www.zone-h.org/archive/special=1/notifier=syhmhfz
http://www.zone-h.org/mirror/id/18582376
http://www.zone-h.org/archive/special=1/notifier=team%20hackers%20of%20iraq
http://www.zone-h.org/mirror/id/18446547
http://www.zone-h.org/archive/special=1/notifier=team%20soldat%20dz
http://www.zone-h.org/mirror/id/18563843
http://www.zone-h.org/archive/special=1/notifier=The.Psiqopat
http://www.zone-h.org/mirror/id/18472471
http://www.zone-h.org/archive/special=1/notifier=Tn_Scorpion
http://www.zone-h.org/mirror/id/18566418

UAH -Crew
ulow
UROBOROX
UROBOROX
UROBOROX
UROBOROX
UROBOROX
UROBOROX
UROBOROX
UROBOROX
UROBOROX
UROBOROX
UTEPA

VolcanoHacker

Yashar

EXE

ZiyaretCi

a7
L]

ETHHHHHHHOHODNRE]
% % % % % % % % % % % % % % % % ¥ %

BNE@ia

CIR

asp.cumc.columbia.edu/medcalle...
WWW.Zgzy.gov.cn
www.pruebaspeugeot.com.ar/x0.txt
www.peugeot -arg.com.ar/x0.txt
www.peugeotprofesional.com.ar/...
www.peugeotprofessional.com.ar...
www.207compac.com.ar/x0.txt
www.nuevo307.com.ar
www.308conquistas.com.ar
www.307ladolfina.com.ar

WWW .peugeotventas.com.ar
peugeot.com.ar
www.lantas.jatim.polri.go.id/b...
teziutlan.gob.mx
reconquistaturismo.gov.atr/iran...
ecommerce.ipim.gov.mo/news.php
ecom.ipim.gov.mo/news.php
www.meic.go.cr

turgutlu.meb.gov.tr/altsayfa.p...
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Unknown
Win 2003
Win 2008
Win 2008
Win 2008
Win 2008
Win 2008
Win 2008
Win 2008
Win 2008
Win 2008
Win 2008
Linux

Linux

Linux

Win 2003
Win 2003
Win 2008
Win 2008

mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror

mirror


http://www.zone-h.org/archive/special=1/notifier=UAH-Crew
http://www.zone-h.org/mirror/id/18452624
http://www.zone-h.org/archive/special=1/notifier=ulow
http://www.zone-h.org/mirror/id/18579158
http://www.zone-h.org/archive/special=1/notifier=UR0B0R0X
http://www.zone-h.org/mirror/id/18583221
http://www.zone-h.org/archive/special=1/notifier=UR0B0R0X
http://www.zone-h.org/mirror/id/18583219
http://www.zone-h.org/archive/special=1/notifier=UR0B0R0X
http://www.zone-h.org/mirror/id/18583218
http://www.zone-h.org/archive/special=1/notifier=UR0B0R0X
http://www.zone-h.org/mirror/id/18583217
http://www.zone-h.org/archive/special=1/notifier=UR0B0R0X
http://www.zone-h.org/mirror/id/18583216
http://www.zone-h.org/archive/special=1/notifier=UR0B0R0X
http://www.zone-h.org/mirror/id/18576544
http://www.zone-h.org/archive/special=1/notifier=UR0B0R0X
http://www.zone-h.org/mirror/id/18576543
http://www.zone-h.org/archive/special=1/notifier=UR0B0R0X
http://www.zone-h.org/mirror/id/18576542
http://www.zone-h.org/archive/special=1/notifier=UR0B0R0X
http://www.zone-h.org/mirror/id/18576540
http://www.zone-h.org/archive/special=1/notifier=UR0B0R0X
http://www.zone-h.org/mirror/id/18576539
http://www.zone-h.org/archive/special=1/notifier=UTEPA
http://www.zone-h.org/mirror/id/18466656
http://www.zone-h.org/archive/special=1/notifier=VolcanoHacker
http://www.zone-h.org/mirror/id/18456730
http://www.zone-h.org/archive/special=1/notifier=Yashar
http://www.zone-h.org/mirror/id/18467690
http://www.zone-h.org/archive/special=1/notifier=ymh
http://www.zone-h.org/mirror/id/18556611
http://www.zone-h.org/archive/special=1/notifier=ymh
http://www.zone-h.org/mirror/id/18556609
http://www.zone-h.org/archive/special=1/notifier=ynR%2520%2521
http://www.zone-h.org/mirror/id/18448024
http://www.zone-h.org/archive/special=1/notifier=ZiyaretCi
http://www.zone-h.org/mirror/id/18467334
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NOTIFIER STATISTICS (MOST ACTIVE, SPECIAL DEFACEMENTS ONLY +#)

Notifier
Barbaros-DZ
Ashiyane Digital Security Team
Hmei7
LatinHackTeam
iskorpitx

Fatal Error
chinahacker

MCA -CRB
By_aGReSiF
3n_byt3
HEXBOOT3R

Red Eye
uykusuz001
brwsk007

Mafia Hacking Team
Swan

Digital Boys Underground Team
Iran Black Hats Team
1923Turk
DeltahackingSecurityTEAM
Over-X

D.O.M

kaMtiEz

ZoRROKIN

Triad
[#Elite Top Team]
sinaritx

k4LONng666
Ma3sTr0-Dz
core-project
linuXploit_crew
misafir

Turkish Energy Team
ISCN

Inf3rN.4IL
PoizonBOx
NeT-DeViL
eMP3R0Or TEAM
PowerDream
Vezir.04

KHG
S4t4nlc_SOuls
XTech Inc

Hi-Tech Hate

BelLa

spook

mOsted

Prime Suspectz

the freedom

c4uR

Single def.
3210
2506
2074
1428
1322
1020

883
851
749
627
604
579
543
525
496
495
461
458
422
415
403
392
391
386
375
362
359
353
313
313
311
299
285
274
262
251
249
240
237
236
233
230
223
223
210
209
208
205
198
191

CIR

Mass def.

28

157
3246
1172
1276
953
1128
1317
621
1424
1809
630
1551
155
177
589
258
441
326
1487
443
1469
645
390
198
315
303
98
1205
735
325
166
298
218
123
376
3
258
306
164
111
281
144
328
6
123
31
207
0
136

383

Total def.
3367
5752
3246
2704
2275
2148
2200
1472
2173
2436
1234
2130

698
702
1085
753
902
784
1909
858
1872
1037
781
584
690
665
457
1558
1048
638
477
597
503
397
638
254
507
546
401
347
514
374
551
229
333
240
415
205
334
574

Homepage def.
1021
1053

708
2254
784
1768
4
367
802
849
405
2093
34
24
322
219
179
417
421
232
1219
824
238
107
397
570
160
222
300
629
477
219
298
96
176
254
334
136
174
152
210
311
548
229
147
40
106
205
22
397

Subdir def.
2346
4699
2538

450
1491
380
2196
1105
1371
1587
829
37
664
678
763
534
723
367
1488
626
653
213
543
477
293
95
297
1336
748
9

0
378
205
301
462

173
410
227
195
304

63

186
200
309

312
177


http://www.zone-h.org/archive/special=1/notifier=Barbaros-DZ
http://www.zone-h.org/archive/special=1/notifier=Ashiyane%20Digital%20Security%20Team
http://www.zone-h.org/archive/special=1/notifier=Hmei7
http://www.zone-h.org/archive/special=1/notifier=LatinHackTeam
http://www.zone-h.org/archive/special=1/notifier=iskorpitx
http://www.zone-h.org/archive/special=1/notifier=Fatal%20Error
http://www.zone-h.org/archive/special=1/notifier=chinahacker
http://www.zone-h.org/archive/special=1/notifier=MCA-CRB
http://www.zone-h.org/archive/special=1/notifier=By_aGReSiF
http://www.zone-h.org/archive/special=1/notifier=3n_byt3
http://www.zone-h.org/archive/special=1/notifier=HEXB00T3R
http://www.zone-h.org/archive/special=1/notifier=Red%20Eye
http://www.zone-h.org/archive/special=1/notifier=uykusuz001
http://www.zone-h.org/archive/special=1/notifier=brwsk007
http://www.zone-h.org/archive/special=1/notifier=Mafia%20Hacking%20Team
http://www.zone-h.org/archive/special=1/notifier=Swan
http://www.zone-h.org/archive/special=1/notifier=Digital%20Boys%20Underground%20Team
http://www.zone-h.org/archive/special=1/notifier=Iran%20Black%20Hats%20Team
http://www.zone-h.org/archive/special=1/notifier=1923Turk
http://www.zone-h.org/archive/special=1/notifier=DeltahackingSecurityTEAM
http://www.zone-h.org/archive/special=1/notifier=Over-X
http://www.zone-h.org/archive/special=1/notifier=D.O.M
http://www.zone-h.org/archive/special=1/notifier=kaMtiEz
http://www.zone-h.org/archive/special=1/notifier=ZoRRoKiN
http://www.zone-h.org/archive/special=1/notifier=Triad
http://www.zone-h.org/archive/special=1/notifier=%255B%2523Elite%2520Top%2520Team%255D
http://www.zone-h.org/archive/special=1/notifier=sinaritx
http://www.zone-h.org/archive/special=1/notifier=k4L0ng666
http://www.zone-h.org/archive/special=1/notifier=Ma3sTr0-Dz
http://www.zone-h.org/archive/special=1/notifier=core-project
http://www.zone-h.org/archive/special=1/notifier=linuXploit_crew
http://www.zone-h.org/archive/special=1/notifier=misafir
http://www.zone-h.org/archive/special=1/notifier=Turkish%20Energy%20Team
http://www.zone-h.org/archive/special=1/notifier=ISCN
http://www.zone-h.org/archive/special=1/notifier=%2521nf3rN.4lL
http://www.zone-h.org/archive/special=1/notifier=PoizonB0x
http://www.zone-h.org/archive/special=1/notifier=NeT-DeViL
http://www.zone-h.org/archive/special=1/notifier=eMP3R0r%20TEAM
http://www.zone-h.org/archive/special=1/notifier=PowerDream
http://www.zone-h.org/archive/special=1/notifier=Vezir.04
http://www.zone-h.org/archive/special=1/notifier=KHG
http://www.zone-h.org/archive/special=1/notifier=S4t4n1c_S0uls
http://www.zone-h.org/archive/special=1/notifier=XTech%20Inc
http://www.zone-h.org/archive/special=1/notifier=Hi-Tech%20Hate
http://www.zone-h.org/archive/special=1/notifier=BeLa
http://www.zone-h.org/archive/special=1/notifier=spook
http://www.zone-h.org/archive/special=1/notifier=m0sted
http://www.zone-h.org/archive/special=1/notifier=Prime%20Suspectz
http://www.zone-h.org/archive/special=1/notifier=the%20freedom
http://www.zone-h.org/archive/special=1/notifier=c4uR

Internet Storm Ceter

Top 10 Ports

CIR

Port Reports = Port Targets = Port Sources

22 110305t 22 106683 445 60228

80 971642 338€73590 @ 3551222921

338€846801 590C72593 3389 14318

8125766871 445 69757 23 13530

23 761587 143261739 4728013270

53 673844 80 61262 4729213228

179 660484 296747603 @ 3641<13192

21 589023 443 43325  1273€11773

445 519101 330€28796 5769210284 W 45 [ =51z [ meo

1432414686 808121781 @ 5769t9640 Wz O d47za0 W 472z

Top 10 Source IPs

IP Address Reports Attacks First Seen Last Seen
069.175.126.17QUS) 653,364 144,021 201207-11 201211-13
115.248.142.089) 637,977 134,689 20121003 201211-13
060.174.198.082CN) 264,951 93,439 201211-12 201211-12
125.147.027.244KR) 136,247 84,098 201210-30 201211-12
111.092.236.24HK) 157,479 80,041 201209-24 201211-13
069.175.054.106US) 1,305,482 78,718 201207-14 201211-13
122.229.002.04(CN) 208,690 77,034 20120917 201211-13
062.219.006.1201L) 84,103 75,796 20121013 201211-13
061.147.110.05{CN) 99,631 75,652 201211-13 201211-13
111.069.025.01(NZ) 74,163 73,286 20121012 201211-13

Resources

DC3 DISPATCH

FBI In the New

Zone-h

Xssed

Packet Storm Security
Sans Internet Storm Center
Exploit Database

Exploits Database
Hack-DB

Infragard

ISSA

Information Warfare Center
Secunia

Tor Network

29

dispatch@dc3.mil
fbi@subscriptions.fbi.gov
www.zone -h.org
www.xssed.com
www.packetstormsecurity.org
isc.sans.org

www.exploit -db.com
www.exploitsdownload.com
www.hack -db.com
www.infragard.org
WWW.issa.org
informationwarfarecenter.com
www.secunia.org



https://isc.sans.edu/port.html?port=22
https://isc.sans.edu/port.html?port=80
https://isc.sans.edu/port.html?port=3389
https://isc.sans.edu/port.html?port=8123
https://isc.sans.edu/port.html?port=23
https://isc.sans.edu/port.html?port=53
https://isc.sans.edu/port.html?port=179
https://isc.sans.edu/port.html?port=21
https://isc.sans.edu/port.html?port=445
https://isc.sans.edu/port.html?port=1433
https://isc.sans.edu/port.html?port=22
https://isc.sans.edu/port.html?port=3389
https://isc.sans.edu/port.html?port=5900
https://isc.sans.edu/port.html?port=445
https://isc.sans.edu/port.html?port=1433
https://isc.sans.edu/port.html?port=80
https://isc.sans.edu/port.html?port=2967
https://isc.sans.edu/port.html?port=443
https://isc.sans.edu/port.html?port=3306
https://isc.sans.edu/port.html?port=8081
https://isc.sans.edu/port.html?port=445
https://isc.sans.edu/port.html?port=35512
https://isc.sans.edu/port.html?port=3389
https://isc.sans.edu/port.html?port=23
https://isc.sans.edu/port.html?port=47280
https://isc.sans.edu/port.html?port=47292
https://isc.sans.edu/port.html?port=36414
https://isc.sans.edu/port.html?port=12736
https://isc.sans.edu/port.html?port=57692
https://isc.sans.edu/port.html?port=57695
https://isc.sans.edu/ipdetails.html?ip=069.175.126.170
https://isc.sans.edu/date.html?date=2012-07-11
https://isc.sans.edu/date.html?date=2012-11-13
https://isc.sans.edu/ipdetails.html?ip=115.248.142.082
https://isc.sans.edu/date.html?date=2012-10-03
https://isc.sans.edu/date.html?date=2012-11-13
https://isc.sans.edu/ipdetails.html?ip=060.174.198.082
https://isc.sans.edu/date.html?date=2012-11-12
https://isc.sans.edu/date.html?date=2012-11-12
https://isc.sans.edu/ipdetails.html?ip=125.147.027.244
https://isc.sans.edu/date.html?date=2012-10-30
https://isc.sans.edu/date.html?date=2012-11-12
https://isc.sans.edu/ipdetails.html?ip=111.092.236.242
https://isc.sans.edu/date.html?date=2012-09-24
https://isc.sans.edu/date.html?date=2012-11-13
https://isc.sans.edu/ipdetails.html?ip=069.175.054.106
https://isc.sans.edu/date.html?date=2012-07-14
https://isc.sans.edu/date.html?date=2012-11-13
https://isc.sans.edu/ipdetails.html?ip=122.229.002.040
https://isc.sans.edu/date.html?date=2012-09-17
https://isc.sans.edu/date.html?date=2012-11-13
https://isc.sans.edu/ipdetails.html?ip=062.219.006.120
https://isc.sans.edu/date.html?date=2012-10-13
https://isc.sans.edu/date.html?date=2012-11-13
https://isc.sans.edu/ipdetails.html?ip=061.147.110.057
https://isc.sans.edu/date.html?date=2012-11-13
https://isc.sans.edu/date.html?date=2012-11-13
https://isc.sans.edu/ipdetails.html?ip=111.069.025.010
https://isc.sans.edu/date.html?date=2012-10-12
https://isc.sans.edu/date.html?date=2012-11-13

